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Digital Technology Platforms Adaptive Security Architecture

Mesh



Intelligent Digital Mesh

By 2020, 20% of enterprises will employ
dedicated people to train neural networks.
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Artificial Intelligence and Machine Learning
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Well-Scoped Purpose | Evolution of Data Science

Deal With Complexity | Model-Driven, Content as Code

Understand, Learn, Predict, Adapt | DNN and Inference Engines

Act Autonomously | Context- and Event-Driven
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Intelligent Apps and Intelligent Things: Intelligence Anywhere and Everywhere

Physical
Intelligent Sensors Robots
Smart Appliances Drones

Smart Medical Devices Autonomous Vehicles
Inconspicuous Obvious

Operational Applications Advanced Chatbots

Smart Security & Operations Virtual Assistants

Smart Enterprise Apps Smart Advisors

Virtual



Intelligent Apps: Intelligent Operational Applications

Opportunity

= Move from manual to automated inspection
of burger bun production to ensure and improve quality

Data and Analytics

= Photo-analyze over 1,000 buns per minute for color,
shape and seed distribution

= Continually adjust ovens and process automatically

Result

= Eliminate thousands of pounds of wasted product
per year

= Speed production; save energy
= Reduce manual labor costs
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Intelligent Apps: Advisors and Assistants

Treatment Options to Consider ? v

Memorial Sloan Kettering Current Treatments Clinmical Tnals
Oncologist Advisor

Treatment plan 1 Acceptable

Treatment plan 2 45 Unacceptable

HIRA

Treatment plan 3 Preferred

Radiation and Surgery are unlikely to be appropriate.
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Intelligent Things: Everything Can Be Intelligent

Consumer Things Healthcare Things Embedded Things

Al-Enabled




Intelligent Things: Autonomous Vehicles in Specialized Environments
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Intelligent Things: Autonomous Vehicles for General-Purpose Road Use

Today 2020-2030

Technology Will Not Be the Driving or Limiting Factor



Intelligent Things: Retail Robots

3D and Product Scanner
Human body detection

Autonomous Navigation | ‘e
Smart laser sensors

v

Customer Engagement

Speech recognition
Product information and location
Inventory integration

Location-Based | - Beacons

E—

Special Offers

Obstacle Avoidance
Smart laser sensors




Intelligent Things: Hospitality Robots

Hotel guests are greeted by 10 lifelike robots at Henn-na Hotel
iIn Nagasaki, Japan, removing all human staff from reservations.
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Intelligent Thlngs Collaboratlve Intelligence




Intelligent Digital Mesh

CEOs expect that, by 2020, 46% of the
customer-perceived value proposition of
their products and services will be digital.
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Virtual and Augmented Reality: It Creates an Immersive Digital World
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Virtual and Augmented Reality: Enabling Digital Busmess Moments and Models

Healthcare
Therapies

Moleculhar Modelihg_ %
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Intelligent Things: Location Exploration Through VR

Robot Lets Kids in Hospital Explore Zoos Through Virtual Reality

Image credit: Robots for Good, courtesy of Richard Hulskes



Digital Twin: Blending the Digital and Physical Worlds

Digital twin is a dynamic software model of a thing or system
that relies on sensor and/or other data to understand its state,
respond to changes, improve operations and add value.

It includes a combination of ... ot

condition or state

event data B
analytics
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Digital Twin: The loT Revolution Heightens the Potential




Digital Twin: An Evolving and Expanding Digital Universe
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Blockchain and Distributed Ledger: An Emerging Digital Platform

= Mechanism for adding trust in an
untrusted environment CONTRACT <contract>

= An irrevocable record of significant =
data and events, such as monetary
transactions, property records or
other valued assets

= Not just a passive data record, but
can optionally add dynamic
programmed behavior to events

</contract>




Blockchain and Distributed Ledger: Land Title Registry

Honduras will
use blockchain
to build a
secure land title
record system

Land Use

Arable land 6% Permanent cropland 2%

Other 1%

Meadow 18%
Woodland 63%

Source: Statistical Absiract for
Latin America, Voi, 20, 1980

Land Utilization

B Dense woodland; primarily continuous areas
*  of dense broadleaf evergreen forest

m Open woodland; primarily open needleleal evergreen
and broadleaf deciduous forest

Scrub woodland; a mixture of scrub, grassy clearings,
cultivated plots, and open deciduous broadleaf forest

iy Savanna with scattered clusters of pine and some
scrub hardwood

B Arable land including cropland primarily cultivated in bananas,
coffes, corn, lobacco, and cotton

70 Marsh and swamp

50 1?0 Kilometers
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Blockchain and Distributed Ledger: Trillion-Dollar Opportunity in Supply Chain

CMOs / CPOs 4=

Companies

Life Sciences ﬁ A

Raw Materials

Suppliers
\ A 2

- BLOCKCHAIN @GFT

for commodities



Blockchain & Distributed Ledgers: Understand Technology Trade-Offs & Maturity Level

Advanced but Simple but
Unproven Smart Proven Scripts
Contracts (e.g.. Bitcoin Scripts)
(e.g., DAO/Ethereum) _
Lack of Risk

Lower Cost & Reach PrESE R Rm Y  Management Skills
)

(e.g., Cross-Border Payment (e.g., Exchanges and Wallets)

Privacy & . > Traceability &
Irrevocability Reversibility

Control (Private Innovation & Testing

Blockchain) (Public Blockchain)

Performance & Security

Scalability (e.g., Proof of Work)

(e.g., Proof of Stake)
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Intelligent Digital Miesh

>26B 25

connected loT sensors and or more conversational
endpoints deployed by 2020 Al systems by 2018
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Conversational Systems: The Mesh Is Dynamic and Pervasive

A Shifting Set
of Endpoints

e

Y With
At the Game [ n —of Customer

x Desk Person Environment

Restaurant




Conversational Systems: The Post-App Digital Mesh Experience

Chatbots and Personal Assistants as : —
Conversational Intermediaries f.f?f R URCoNE B D S "’m

With Intelligent Cloud Services
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Mesh App and Service Architecture: Agility and Flexibility Drive the Design

Application B

Applicati
= Cloud-Based Pblication A @\
App

= Serverless Svc.

_ _ ' Svc. ==
= Service-Oriented : f
VC.

= Software-Defined 5
(APIls)

= Event-Driven
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Digital Technology Platforms: Conversational Al-Powered Platforms

"Alexa order a pizza™

Conversational Al and loT 2017 o
Mobile and Cloud 2007-2(
Internet and Web Applications 1998-2(

amazon echo
N

Client/Server and GUIs 1990s +
PCs and File-Sharing LANs 1980s
Minicomputers 1970s -

Mainframe Systems 1960's

The ability to converse with Al-enabled platforms transforms the customer
experience. CEOs must ensure their CIO/CTO is actively engaged.
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Digital Technology Platforms: IoT Platforms Are Necessary for Solution Success

loT Solution

Business
Outcomes

Aggregated Device
Management

.................................

rr__- 'l. ’%
Gateways

|-.p|T|..:|\ -~ w37 (ERP, CRM, ...) (MES, BMS, ...)

________________________________________

....................................................................
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Adaptive Security: Continuously Analyze User and Entity Behavior

External Identity
and Threat Intelligence

Orchestration, Alert Mgmt. & Incident Response

1. Review; Rules/Score

i 4—¢¢_ User Profile

Peer Group Profile

|dentity App Device, etc., Profile
Data

2. Continuous Profiling

3. Continually Analyze

Enterprise and Authenticate
Big Data

Enterprise Server

Transaction Context
Device, Location, Behavior

' - Transactions, Attributes
© E O
—
SIEM DLP DAP Endpoint
Protection



Adaptive Security Architecture: Securing the Intelligent Digital Mesh

Ni-Fi Internet Acces

GPS Mavigation

Onboard
Diagnostics

Tire Pressure ABS Brakes -
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Intelligent Digital Miesh

Bonus Round

Gartner
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Graphene: research now, reap next decade

Deloitte Global predicts Graphene could be used for

the total value yet research and development

of the spending is likely to be in the Long-life 4 @ Sol |
graphene batteries f i geeiich

materials ‘ hundreds Of

ket i 1
20165 millions  riaa . i () Construction
ikely to be of dollars ~ 'eme

in the

low tens A ot W S g Voo
of millions

of dollars Water filter Q N o
<

Graphene is a two-dimensional structure single atom thick, which is a million
times thinner than a human hair and stronger than steel

2
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Intelligent Digital Mesh

By 2022, loT will save consumers and
businesses $1 trillion a year in
maintenance, services and consumables.

########## ! Gartner
38 CONFIDENTIAL AND PROPRIETARY | © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner and ITxpo are registered trademarks of Gartner, Inc. or its affiliates. i}



Intelligent Digital Mesh

OPPORTUNITY
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